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R E L E A S E  O V E R V I E W

What's New in 8.5 at a Glance

New Identity

Interface refreshed with a new 
dashboard layout and redesigned 
status-aware tray icon.

Data Protection

Expanded DLP application coverage 
plus flexible DLP license 
assignment.

Centralized Quarantine

Manage, restore, and analyze 
quarantined files from the console.

Smarter Upgrades

Admin-controlled upgrade 
windows with a user consent and 
snooze option.

Deeper Visibility

Hostnames, serials, BIOS, MAC, and 
policy detail surfaced per endpoint.

Hardened Security

Tamper-proof Update Agent, 
Virtual Patching, and Deeper 
Malware Detection.
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D E P L O Y M E N T

System Requirements

Thirtyseven4 Security 8.5 Console Requirements for — a single server supporting 1 to 2,000 endpoints. Additional 
requirements may be required for networks greater than 2,000 endpoints.

150 GB+
Available Disk Space

minimum

12 GB+
Available RAM

minimum

4 Cores
x86-64 @ 2.1 GHz+

minimum processor

Supported Operating Systems  (Endpoint Detection Server)
•Windows 11 Pro, Enterprise

•Windows Server 2022 or above — Standard / Essentials editions
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E X P E R I E N C E

A New Identity & Status-Aware Icon

Refreshed Interface

•The entire customizable, 24/7 
Thirtyseven4 Security dashboard 
has been enhanced. 

•The system tray icon is 
redesigned and now appears in 
red, paired with a colored status 
dot.

•A new UX-designed loader is 
integrated across all 
Thirtyseven4 products for a 
consistent, technological feel.

Tray Status Dot at a Glance

Green

Configured with optimal settings — your system is 
fully protected.

Orange

One or more features need attention. Not urgent but
address them soon.

Red

Critical issues detected — immediate action required 
to stay protected.
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D A T A  L O S S  P R E V E N T I O N

Expanded Application Support  [Windows]

New applications added to Data Transfer Channels › Application list.

Browser

• Tor Browser

• Brave

Email

• Photon Mail

• Mailspring

Instant Messaging

• Telegram

• Discord

• Signal, Zoom, 
Webex

File Sharing / Cloud

• Sync.com

• Mega.nz

• Egnyte

• Resilio Sync

Social Media / Others

• Trello

Application Control support also ships with a refreshed list of supported applications.

5



D A T A  L O S S  P R E V E N T I O N

DLP License Assignment Mode

Choose how DLP licenses are allocated to endpoints — and switch modes whenever you need to.

Manual

•Assign DLP licenses to endpoints 
directly through client actions.

•If you switch to Automatic and no 
licenses are available, the console 
shows notifications for every new 
registration until you revert to Manual.

Automatic

•Licenses are assigned automatically as 
they become available.

•If none are left, notifications are 
displayed in the console.

•For new onboardings: Automatic is 
used when the DLP license count 
matches the total license count —
otherwise Manual applies.
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E N D P O I N T  M A N A G E M E N T

Centralized Quarantine Management

Manage quarantine across endpoints from the EDR Console with full control and visibility.

Console Controls

• Restore, Delete, Send to 
Thirtyseven4 ThreatLab, Pull 
from Agent

• Upload on-prem only (license-
flagged); not for Cloud

Full Visibility

•File hash, endpoint info & 
quarantine metadata

•Matches agent-side data on 
the console

Action Status

•Quarantined, Deleted, 
Restored, In Progress

•Sent to Lab, Upload in 
Progress, Downloaded

Files & Sync

•Roaming uploads to cloud 
(3-day retention)

•Download password-
protected files; two-way 
sync

Selection

•Single: Pull from Agent
•Multi: Restore / Delete / 

Send to Lab

Retention & Reports

•60 days restored/deleted, 90 
days others

•Export CSV/PDF; hash copy 
& filter support
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C L I E N T  L I F E C Y C L E

Smarter, Less Disruptive Upgrades

Admin: Upgrade Control

•Manage upgrade settings from Admin Settings 
› Upgrade Control.

•Set how many days users may delay a reboot: 
0, 1, 3, 5, or 7.

•Set to 0 days and the upgrade runs 
automatically — no user consent prompt.

Client: Consent Window

•Upgrade Now — start the upgrade 
immediately.

•Snooze — delay up to the maximum days set 
by the admin.

•Gives users time to save work and prepare for 
the restart.

Group-wise Service Pack Upgrades

• Phased, controlled rollout — plus group-level Scan, Update, and Client Upgrade actions directly from the status view.
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C O M P A T I B I L I T Y

Third-Party Antivirus Detection

50+
Third-party AV 

products detected 
during Windows 

Client AV installation

Newly supported vendors include

Trend Micro Apex One 14.x Deep Security 8.x/12.x

SentinelOne 24.x McAfee 1.x / WebAdvisor 4.x

Sophos Endpoint 2024.x Avast Business 24.x

WithSecure 16.x Kaspersky Embedded 3.x

Trellix Endpoint 23.x ESET Endpoint 12.x

CrowdStrike Falcon 7 Microsoft Defender ATP 10

...and 40+ more, including WithSecure Server, Comodo, AhnLab V3, eScan, ESET 11, and Avast Free Antivirus 25.

Plus:  Third-party AV name stays visible in notifications even after removal and can be exported, and admins can choose to skip 
removal of detected AVs from the Server UI.
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P O L I C Y  M A N A G E M E N T

Consolidated Policy & Status Page

Single-Screen Policy Status

• View Details now opens the Status page with 
everything on one screen — no horizontal scrolling.

• Export the status directly from this page.

• Click an endpoint name to reveal its associated 
Feature Policy status.

• New Policy Status column sits after the Policy 
column — searchable, sortable, and included in 
exports.

• Shows container policy statuses (not custom); 
applies to the client status report.

Endpoint Status Fields

• Group Container Policy (single)

• Group Feature Policy (multiple)

• Endpoint Feature Policy (multiple)

• Last Policy Published Time

• Last Policy Applied Time
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E N D P O I N T  I N S I G H T

Deeper Endpoint Visibility

Client-Side Visibility

Clients can view Server details, Group, and Policy 
assignments directly on their systems.

Hostnames on Mac

The EPS Console now displays complete hostnames 
for Mac endpoints.

BIOS & MAC Capture

BIOS serial number is now visible, and the active 
MAC ID is captured and displayed.

Device Serial Column

A new column shows device serial numbers on the 
EPP status page.

AV Build Version

The console now displays the EDR build version for 
Mac endpoints.

100 Endpoints per Page

Increased endpoint visibility with support for 
viewing 100 endpoints per page.

11



P R O T E C T I O N

Security Hardening

Update Agent Protection

•Update Agent is now tamper-proof, preventing 
unauthorized modifications.

Virtual Patching

•Timely protection against emerging threats 
without immediate patch deployment.

Temporary Device Access Logs

•Action-log notifications on OTP generation, 
access granted, and access revoked (Windows 
& Mac).
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C O N N E C T I V I T Y

Web, Network & Deployment

New Windows Installer

• A brand-new installer for 
Windows OS.

• Active Directory-based 
deployment using MSI 
packages.

• Proxy configuration for 
Remote Installer and AD 
deployments.

Modern Web Protocols

• QUIC and TLS 1.3 support in 
Chrome and Edge on macOS.

• On macOS, Safari supports 
web security for QUIC-
protocol sites.

On-Demand Asset Scans

• Full system asset scans for 
selected endpoints, on 
demand.

• Optimized asset discovery 
sends only third-party apps, 
reducing inflated counts and 
duplicates.
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C O N S O L E

Platform & Console Enhancements

Group-wise Client Actions

Scan and Update join Export, 
Patch Install, and Migration on 
selected groups from the Status 
tab.

Collect Logs from Console

Trigger log collection from 
endpoints; logs return to the 
console for review and 
troubleshooting.

SIEM Encryption Reports

The encryption key is sent 
encrypted and viewable in a 
well-structured format under 
Reports.

New Action Logs Tab

Detailed endpoint action history 
with filtering and export options.

Inactive Endpoint Cleanup

Auto-remove endpoints inactive 
for 90 days, with email 
notification on removal.

Consistent UX Loader

The new UX-designed loader is 
integrated across all Seqrite 
products.
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R E P O R T I N G  &  U S A B I L I T Y

Reporting, Maintenance & Usability

Reporting & Maintenance

•Client module reports download locally in PDF 
and CSV — no SMTP dependency.

•Scheduled daily security reports delivered via 
email.

•Antivirus status notifications exportable in CSV 
format.

•Centralized Quarantine reports export to 
CSV/PDF with scheduled delivery.

•Group-wise Service Pack upgrades for phased, 
controlled rollout.

Everyday Usability

•View up to 100 endpoints per page for greater 
visibility.

•New Action Logs tab with detailed history, 
filtering, and export.

•Group-level Scan, Update, and Client Upgrade 
from the status view.

•On-demand full system asset scans for 
selected endpoints.

•Cleaner, consistent loading states via the new 
UX loader.
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